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Cyber Landscape

‘Cyber security-related revenue in Ireland
reaches more than €2bn per annum, with over
€1bn gross value added (GVA) contributed to
the Irish economy’.
‘83% of companies expect their cyber security
team to grow within 12 months’.
‘While the IT industry here has trouble filling
vacancies in general, the challenge becomes
more severe in cybersecurity which has been
the number one staffing priority in the past
year. More than three-quarters (79pc) of Irish
tech employers are struggling to find the right
talent in Ireland.’
‘In a bid to boost talent, Experis said 43pc of
companies plan to increase their IT hiring
budgets in the coming year. Close to a third
(32pc) are planning on hiring new staff in Q3,
2023.’

Irish Market U.K. Market

 Estimated Global Revenue By Segment

Global Market
The global cybersecurity landscape is experiencing a consistent upward
trend, mirroring the growth seen in both the UK and Irish sectors as
highlighted in the subsequent slide. Year-over-year there is a surge in
cybersecurity investments and the financial repercussions of cybercrime.

The U.K. market contains 1,838 active cyber
security companies employing a workforce of
52,700 professionals.
There has been a year-on-year employment
growth of 6,000, a 13% increase in the sector.
The sector’s annual revenue reached £10.1
billion in 2021. The Gross Value Added (GVA) to
the economy stands at £5.3 billion, averaging
£101,000 per employee.
Cyber security concerns are prevalent with 46%
of UK businesses reporting security breaches.
2021 marked a record year in cyber security
investment in the UK, with £1 billion raised.
Large firms represent just 8% of all UK cyber
security companies. The sector’s composition
is predominantly small and medium-sized
enterprises (SMEs), making up 92% of the total
number of cyber security companies. 
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Global Landscape

The global cyber security market is expected to expand
significantly, reaching an estimated value of USD 657 billion by
2023. Concurrently, the financial impact of cyber crime is on a
rising trajectory, with projections suggesting it could cost as much
as USD 23.84 trillion by 2027, according to a 2023 report by
Statista.

This indicates a substantial increase in both the investment in cyber
security solutions and the economic toll of cyber criminal
activities.

Size of Global Cyber Security Market Projected to reach $657 billion by 2030

Global Growth $ 657.02bn

Estimated cost of cybercrime worldwide from 2016 to 2027 (in trillion USD)

Cost of Cybercrime $ 23.84tn

Estimates by 2030:

Statista 2023
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Tools
Metasploit's provides powerful tools
including encrypted traffic sniffers like
SSLstrip, WPA2 crackers using
coWPAtty, credential harvesters and
Nmap commands for advanced port
scanning and network reconnaissance.

Libraries
The framework is equipped with libraries
that provide the functions and routines
to support exploits, payloads, and
cryptographic operations etc.
Examples include Rex library and
Meterpreter library.

Interfaces
Metasploit supports several interfaces,
including msfconsole a flexible CLI for
scripting, a GUI for visualising targets
and managing exploits called Armitage
and msfweb, a web-based interface.

Plugins
Plugins extend the functionalities of
Metasploit – including task automation,
software and database integrations and
system monitors.

Metaspoilt

Metasploit is a widely used open-source
tool for developing, testing, and executing
exploits. It provides a robust framework for
security researchers and ethical hackers to
assess network and system vulnerabilities. 

It  includes a database of known security
vulnerabilities and allows for the
automation of vulnerability scanning,
network reconnaissance and exploitation.

The various tools, libraries, user interfaces
and modules allow users to set up an
exploit module, pair it with a payload, target
a system, and launch an attack.  It is
primarily used to proactively  identify and
mitigate the risks posed by cyber threats. 
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Modules
A Metasploit module is a software
component designed for specific tasks.
They work collectively to execute an
attack, with each module performing a
unique function in the process.



Metasploit Modules

Exploits are software scripts
created to attack vulnerabilities
within a system or software.
Exploits are created to perform
precise actions — ranging from
unauthorised access to system
control. Exploits are a critical
component in the penetration
testing process to assess and
secure system weaknesses.

Exploits
Payloads are files left by attackers on
exploited systems to gain control.
They come in three types: singles,
which perform a single action ie,
keylogging; stagers, these establish a
link for delivering more malicious
payloads; and stages, these are large
payloads offering extensive control,
enabling severe attacks such as VNC
connections or reverse shells.

Payloads
Auxiliary modules provide attack
functionalities, including DoS (Denial
of Service) which aim is to disrupt
services by overwhelming, fuzzing
tools for vulnerability discovery by
sending malformed or unexpected
data to target, and scanners for
reconnaissance ie. open ports,
service versions etc.

Auxilary
Encoders enable payloads and
exploits to bypass security systems
such as antivirus software with evasion
techniques. They enhance the stealth
and effectiveness of attacks by
altering the code's appearance
without changing its functionality.

Encoders
"No Operations," are instructions that
cause the system to perform no action
for a clock cycle. They are particularly
dangerous when working with low-
level languages, such as C, where
incorrectly allocated memory can
leave the system vulnerable, ie.
performing a Buffer Overflow attack.

Nops
Designed for post-exploitation
activities, to be used after a system
has been successfully compromised.
Examples include spying through the
camera, capturing keystrokes, or
extracting sensitive data.

Post
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SSLstrip

SSLstrip is a tool used to intercept HTTPS traffic. By
manipulating the communication between a user's browser
and a website, SSLstrip downgrades the connection to HTTP,
where data is not securely encrypted. This allows an attacker
to perform a man-in-the-middle attack (MITM), viewing and
potentially changing the data being exchanged. Such an
attack can be used to target personal user information or
private credentials.

CoWPAtty

CoWPAtty is used in cracking WPA2 network passwords. By
searching precomputed hash files, known as 'rainbow tables’
for matches, it is able to decrypt WPA2 credentials. The
effectiveness of CoWPAtty depends on the strength and
uniqueness of the password in use. If the password is not
within the rainbow table or is sufficiently complex, then the
attack is unlikely to succeed.

msfconsole

The msfconsole is accessed via CLI and acts as the primary
interface of the Metasploit framework. It provides
comprehensive access to Metasploit's modules, allowing for
reconnaissance, exploit execution, scripting, and post-
exploitation management. It is text-based and requires a
certain level of domain expertise to be able to use effectively.

Armitage

GUI for Metasploit, aimed at lowering the complexity barrier
for beginners and allowing for collaboration amongst team
members. It visualises network attacks by graphing targets
and suggesting exploits. It does not require users to have as
deep of knowledge of the syntax used in the msfconsole. For
many standard operations and workflows, Armitage is
perferrable.

msfweb

The msfweb interface provides a web-based gateway to
Metasploit, offering a platform for conducting remote
operations. It allows users to operate Metasploit through a
browser, allowing remote teams to collaborate in real-time.
Though less comprehensive than the msfconsole, msfweb's
browser accessibility makes it a convenient option for multi-
user environments.

InterfacesTools

Rex

The Rex library is a fundamental part of the Metasploit
Framework, used for various network and exploitation
operations. It simplifies complex tasks such as socket
programming, protocol manipulation, and data
encoding/decoding. This abstraction allows security
professionals to write and implement exploit code more
efficiently, focusing on the logic of their attacks rather than
the intricacies of network communication.

Meterpreter
Meterpreter is a powerful, stealthy in-memory payload within
the Metasploit Framework. It establishes a channel to the
target system, enabling attackers to execute malicious
commands and control the system. Meterpreter's capabilities
include capturing keystrokes, file manipulation and privilege
escalation, making it an essential tool for deep post-
exploitation activities.

Session / Events
Plugins designed to enhance the user's ability to manage and
interact with active sessions. They allow tasks such as routing
management for subnets, capturing user activity
(screenshots, webcam pictures, key-logging), and various
session events. They are crucial exploitation management.

API Connectors

Metasploit's API Connectors allow the framework and external
data sources or security tools to work together. These allow
users to import data from vulnerability scanners, threat
intelligence platforms, and other security products directly
into Metasploit. Security experts can then use Metasploit to
access and remediate these vulnerabilities.

PluginsLibraries
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Nmap

Nmap serves as a network scanning tool that provides critical
network information. It allows users to conduct thorough
scans on networks, identifying devices, services, and more. A
core feature of Nmap is its ability to detect open ports and
potential attack vectors. Nmap and Zenmap (GUI) are used
primarily in reconnaisance when planning a system attack.

Hydra

Hydra is widely recognized for its ability to rapidly guess
passwords across various protocols and services, including
SSH, FTP, HTTP, SMB etc. It employs dictionary or brute-force
attacks using a comprehensive list of usernames and
passwords to authenticate against a service.

Network & Traffic Manipulation

Designed for scanning, manipulating, or making requests over
the network - with capabilities such as scanning data for
known Intrusion Prevention System (IPS) signatures and
making network requests. Used in evading detection,
reconnaissance, and interacting with web services.

SearchSploit / Grep

Searchsploit is a command-line tool designed to help search
through Exploit Database's archives for vulnerabilities in
different softwares. It allows users to quickly search for
exploits by name, author, platform etc. This can be used
alongside a tool called Grep which allows searching text or
files for lines that contain a match to the specified patterns.
When using a combination of searchspoloit and the grep
command, we can filter through the exploit listings for very
specific criteria in an efficient manner.



Set-Up
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Creating a Safe Environemnt

David Bohan | 20436904 | University of Galway

1. 2.

Virtual Machine Metasploitable 2



Creating a Safe Environemnt
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3. 4.

Ping Server MSF Console
From here we can  find vulnerable targets  and  launch

exploits aginast them



Reconnaissance
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Reconnaissance
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1. 2.

Nmap Command Search SSH



Reconnaissance
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3. 4.

SSH Auxiliary Run Auxiliary



FTP Exploit
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1.

2.

FTP Exploit

The File Transfer Protocol (FTP) is a widely
recognised standard for transferring files
between computers and servers across
networks, including the internet. It operates
over the TCP/IP protocol, facilitating the
process of file exchange.

To share files with others, a user simply
uploads the files to an FTP server. An FTP
server can be accessed using a web-browser,
for example ftp.example.com. Certain
authentication requirements may be set-up
by the server admin to restrict access to the
FTP server, where we have
confidential/sensitive data.
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Vsftp version can be found by using search
ftp in a similar process to what was shown
in SSH . This can also be found via an Nmap
command showing services.

Search for exploits that are compatible for
this Vsfpt version. We can see a matching
exploit is available. 



3.

4.

FTP Exploit

The File Transfer Protocol (FTP) is a widely
recognised standard for transferring files
between computers and servers across
networks, including the internet. It operates
over the TCP/IP protocol, facilitating the
process of file exchange.

To share files with others, a user simply
uploads the files to an FTP server. An FTP
server can be accessed using a web-browser,
for example ftp.example.com. Certain
authentication requirements may be set-up
by the server admin to restrict access to the
FTP server, where we have
confidential/sensitive data.
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Set RHOST, which is our target ie, the
Metasploitable 2 server. 

Opens up a reverse shell, where we have
access to the system. 



HTTP Exploit
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1.

2.

HTTP Exploit

We are exploiting a common vulnerability in older
versions of Apache HTTP Server.

A HTTP exploit is a vulnerability which takes
advantage of weaknesses in the Hypertext
Transfer Protocol (HTTP) to launch attacks against
servers, systems, or users. 

Such vulnerabilities can be exploited to bypass
authentication, access sensitive information,
modify data, or inject malicious scripts by sending
crafted HTTP requests that the target system fails
to handle correctly.
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Finding the HTTP sever type and PHP version
in the Network tab of the developer tools.
This is a misconfiguration, the admin should
not allow this to be public.

Phpinfo.php is available,
again this should not be
accessible!



1.

2.

HTTP Epxloit
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Get the Http_Server type in
metasploit. Use this to find an
exploit that will work

Again, set the options to target
our Metasploitable 2 machine.

Exploit Worked

We are exploiting a common vulnerability in older
versions of Apache HTTP Server.

A HTTP exploit is a vulnerability which takes
advantage of weaknesses in the Hypertext
Transfer Protocol (HTTP) to launch attacks against
servers, systems, or users. 

Such vulnerabilities can be exploited to bypass
authentication, access sensitive information,
modify data, or inject malicious scripts by sending
crafted HTTP requests that the target system fails
to handle correctly.



DVWA Exploit
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1.

2.

Command Execution

Command execution occurs when user input is
concatenated directly into a system command.

This is a very serious application vulnerablity which
can enable an attack to execute artibary
comamnds on the server/application, potentially
giving them unauthorised access to resources. 

It can lead to data theft, system damage, and the
spread of malware, compromising the security
and integrity of the affected system and its users'
data.

David Bohan | 20436904 | University of Galway

This code is extremely vulnerable. We are
allowing input of any character and not
performing any input valdiation. 



1.

2.

Command Execution

Command execution occurs when user input is
concatenated directly into a system command.

This is a very serious application vulnerablity which
can enable an attack to execute artibary
comamnds on the server/application, potentially
giving them unauthorised access to resources. 

It can lead to data theft, system damage, and the
spread of malware, compromising the security
and integrity of the affected system and its users'
data.
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This code attempts to use a black-list to
filter out dangerous characters. Still
easily by passed by reformulating our
attack. Simply use an “OR” operand.



1.
Command Execution

The 'nc' or Netcat command in Linux is a
networking utility for reading from and writing to
network connections using TCP or UDP.

In this example, we are creating a reverse shell. We
can set-up a listener to catch that incoming
connect by using “nc -nvlp 4444”
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In our Kali Linux terminal, we now
can run shell commands on the
server. Thus compromising the
security and integrity of the system
and its users' data.



Preventing Command Execution

The Principle of Least Privilege states that applications and processes
should only be granted the privileges that they require to complete their
tasks. Being able to run arbitrary commands on a system means having
almost full access to our application’s permissions. We should limit what
our applications can do on the system, meaning a single command
injection using that application will not be able to cause as serious harm. 

The best way to achieve this is through a White-List. For example, in our
DVWA example the user should be allowed to execute only the ping
command with a valid IP address. White-listing allows only those
accepted input strings to be passed for execution.

Blacklisting involves creating a list of characters or phrases that are known
to be harmful or potentially used in attacks. We should prevent users from
inputting characters that are often used in shell commands or SQL
queries. This might include inputs containing ;, &&, ||, --, or specific
SQL/Database keywords like SELECT, DROP, etc. However, blacklists are
not fool proof due to the impossibility of anticipating every harmful input –
as demonstrated previously. 
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 This code is correctly applying filtering. This is much more secure, as we
can not pass characters, and the command is set to only “ping”.



Thank You
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